
 
CLINICAL ENGINEERING FACILITY MANAGEMENT GUIDE
Facility Operations and Maintenance - Security and Safety/Life Safety Management

2.4 SECURITY AND SAFETY/LIFE SAFETY MANAGEMENT
These two functional areas have been broken out into a separate section because they are extremely important in today’s medical facility operation.  Security has become a focus as a result of numerous violent acts that have taken place within medical centers throughout the country as well as the increasing need for security for newborn infants.  Safety and life safety management have also come to the forefront because of historical events.  Fire incidents have claimed the lives of many patients and staff members in medical centers.  Because of this historical significance, both of these areas are key compliance subjects for the JCAHO, which adds another important incentive toward effective management plans and guidelines.  Each of the two areas will be discussed separately in this section.

2.4.1  SECURITY MANAGEMENT

Security within a military medical facility is not an armed effort.  Even though external security is provided by the base security police, internal security is not accomplished by armed personnel.  The goal of the security program is provide a safe and secure environment for staff, patients and visitors through deterrence and prevention.  To meet this goal all parts of a good security system must be used.  These three parts are: (11)

· Personnel who enforce rules and procedures, respond to alarms, assist tenants or visitors, locate and report possible problems, investigate and report incidents and accidents, and provide information to staff on security in their areas.

· Physical devices that extend the ability of the security officer by providing a delay to an intrusion, alerting the security officer to a problem, and allowing response time.

· Policy and procedures that control access to the facility, regulate movement within the facility, monitor for problems, provide a response and method of reporting hazardous conditions, and teach the staff good security and safety. 

These three parts are incorporated into the security program through effective security services, a means of identification, properly secured sensitive areas, and a good key control program.  

Security Services
Security services are the responsibility of the Security Officer, which is usually the Facility Manager.  Included in the services is a program established to provide the departments with orientation training for new employees.  Annual recurring training must also be part of this program.  A method for evaluating incidents that result in injury or theft is included to determine whether trends exist.  Negative trends could prove helpful in making alterations to the security program.  Finally, personal escort service to and from the hospital parking lot, storage of patients valuable possessions, registration of vehicles, and issuance of parking tickets are all part of the security services. (12)

Means of Identification
As part of the security program, all staff members must be easily identified as medical facility personnel.  This is probably the most effective security method that can be established, and medical facilities implement it in different ways.  Smaller facilities have used the military uniform, with the recognizable medical badges, as an acceptable means of identification.  This complies with the intent of the security program for these smaller facilities.  But larger facilities, where the staff is so large that personal recognition can be a problem, medical identification badges are more commonly used.  Visitors are also identified with a pass that allows them access to inpatient wards.  Finally, access to and exit from the facility is limited to one entrance/exit after duty hours.  This insures that positive identification can be made of all personnel or visitors entering or leaving the facility when staff numbers are at their minimum.  

Sensitive Area Security
Sensitive areas in the medical facility require special security methods.  Listed below are  areas considered sensitive and the special security methods that are commonly used: (13)

· Nursery and Pediatrics

· Operating room

· Pharmacy

· Emergency room


· Security smocks, infant security system, name badges, and personal identification.

· Personal identification is the primary means.  Keypad entry is required through all entrances which are not consistently maintained by staff.

· Keypad entry, name tags and personal identification.

· Personal identification is primary means of identification.

· Constant vigilance by emergency room staff is required to monitor the activities of visitors and patients.

· A security guard may be stationed in the emergency room during night hours.

· The emergency room is monitored by CCTV with VCR capabilities.

· Maintenance areas


· Human resources

· Medical records

· Roof tops, electrical areas, medical waste storage areas, hazardous material storage areas, or areas where machinery poses a hazard

· Doors and access to these areas will be secured by locks, key entry, card entry, etc..

· Name badges and personal ID are the primary means of identification in these areas.

· Daily access is restricted to name badges and personal recognition.  After hours the department is locked.

· All sensitive records are locked in cabinets when not in use.  Entrance to this department is locked after hours.

Each facility will use different methods for securing their sensitive areas.  The list above is only an example of some of the most common.  Regardless of the methods used, the sensitive areas must have more stringent security measures in place.  How stringent depends on what is considered to be adequate by the medical facility executive committee.

Key Control Program
Keys are the one portion of a security program that runs contrary to the program’s basic goals.  Through the security program you are trying to deny access, but with the issuing of keys you are allowing personnel the ability to gain access.  This is especially true when you consider master, submaster keys, and section master keys.  This incredible balancing act between denying and allowing access must be kept in mind when developing the policies for the key control program. 

Obviously, grand master keys must be issued with discretion.  Submasters and section masters are also keys that should be carefully distributed.  Not only do these keys give open access, there is also the issue of what has to be done if they are lost.  Re-keying a section, not to mention the entire facility, can be an expensive process.  So, how do you go about determining who gets what keys in the key control program?

Standard keys are easy to assign.  You give personnel the keys to their individual work areas.  The list of who gets the respective master keys is equally easy to develop.  Section masters and submasters are given to the supervisor/director levels and sometimes housekeeping personnel, and the grand master is given to those who need access to the entire facility.  This is usually determined by need, and sometimes by status.  However, there are areas that even the grand master should not have access to.  These are: (14)

· Pharmacy

· Medical supply

· Food service

· Retail related activities (exchange, barber shop, etc..)

· Mail rooms

All keys in the facility should have “do not duplicate” stamped on them.  Only the person in charge of the key control program should have the ability to duplicate keys.  An accurate and annually reviewed inventory of all keys must be maintained.  The annual review must account for all keys, those that have been issued as well as those that have not.  An investigation should result from any keys that turn up missing.  Key return must be a part of the personnel out-processing procedures and final out-processing should be delayed if keys issued are not turned back in.  Again, all unaccounted for keys should be investigated.  

Key control is an important part of the security program.  But, it can be one of the weakest links of the program when it is mismanaged.  Keys in the wrong hands can undermine the best security programs, especially when they are master keys.  Accountability is the best way to keep a good handle on the key control program.  Well kept files not only keep everyone straight on who has what keys, it also is the best way to protect the facility management office staff.  This is because at least one of the master keys is usually issued to a member of that staff and a member of that staff is usually in charge of the key control program. 

With the number of accesses to a medical facility and the number of people going in and out of the building every day, security is a difficult task to accomplish.  The security program attempts to provide an acceptable level of security through effective security services, a means of identification, properly secured sensitive areas, and a good key control program.  The explanation in this section will provide a little insight on how that is provided.  

2.4.2  SAFETY/LIFE SAFETY MANAGEMENT
Safety is an often discussed topic in the medical facility.  This is especially true in the facility management office, because safety and life safety management programs are its direct responsibility.  As will be discussed in chapter 5, safety management and life safety management are two separate entities.  Safety management deals mostly with the function and responsibilities of the Safety Committee and life safety management encompasses the facilities compliance with the National Fire Protection Association’s Life Safety Code (NFPA 101).  In this section, each program will be reviewed briefly.

The safety officer is usually in the facility management office and is commonly an additional responsibility of the facility manager.  This person is responsible for developing and implementing the safety and life safety programs.  However, as will be explained in greater detail in chapter 5, it is not the safety officer’s responsibility to conduct the program.  The functional responsibility for conducting the safety and life safety programs is at the department level.  The safety officer provides the guidance and maintains the files on the programs to insure the facility is compliant with all guidelines.  

In the safety management program, the safety officer is the individual at safety meetings responsible for taking minutes and reporting on safety incidents that have occurred within the facility.  The incidents are analyzed for trends and performance improvement methods are used to develop recommendations on trends that require attention.  The safety officer is also responsible for standardizing the safety education and training at the department level.  Periodic reviews of the department processes are necessary to insure all requirements are being met.

The intent of a life safety program is to insure all staff, patients and visitors are provided a safe and hazard free environment.  This is carried out by educating the staff concerning life safety policies and issues and by conducting necessary drills, tests and inspections to insure life safety processes and systems are in place and working properly.   In this program, a lot of the safety officer’s responsibilities are similar.  Life safety issues are also reported and tracked at safety meetings.  Some of these issues deal with construction taking place at the facility.  Any time this situation exists, it creates a hazard for staff, patients and visitors, and is considered a life safety deficiency.  As will be covered in greater detail in chapter 5, this situation requires additional attention in the form of Interim Life Safety Measures.  It is the responsibility of the safety officer to implement and monitor these measures.   

From this brief explanation, it is evident that safety is an important issue in the medical facility.  Increased attention by a number of federal and private groups has made compliance a complicated matter.  It is important that an understandable and thorough program be developed for both safety and life safety that not only covers all the compliance issues, but simplifies them for those at the department level.  If the facility manager can incorporate this approach into the development of these programs maintaining the safe and hazard free environment for staff, patients and visitors will be an easier task. 
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